TURKCE

Bilgi Giivenligi Politikasi

TS ENISO 27001:2022 Bilgi Guvenligi Yonetim
Sistemin ana temasi;DHL Freight Tasimacilik ve
Lojistik Hizmetleri A.S. bilgi sistemlerinde; insan,
altyapi, yazilim, donanim, muisteri bilgileri, kurulus
bilgileri, G¢linci sahislara ait bilgiler ve finansal
kaynaklar icerisinde bilgi glivenligi yonetiminin
saglandigini gdstermek, risk yonetimini glivence
altina almak, bilgi guvenligi yonetimi slire¢
performansini 6lgmek ve bilgi guvenligi ile ilgili
konularda ti¢tinci taraflarla olan iliskilerin
dizenlenmesini saglamaktir.

Bu dogrultuda BGYS Politikamizin amaci;

e Iceriden veya disaridan, bilerek ya da
bilmeyerek meydana gelebilecek her tirla
tehdide karsi DHL Freight Tasimacilik ve
Lojistik Hizmetleri A.S. bilgi varliklarini
korumak, bilgiye erisebilirligi is slireclerinin
gerektirdigi sekilde saglamak, yasal mevzuat
gereksinimlerini karsilamak, surekli
iyilestirmeye yonelik ¢calismalar yapmak,

e YlritilentimfaaliyetlerdeBilgi Glvenligi
Ydnetim Sisteminin ti¢temel 8gesinin
strekliliginisaglamak:

Gizlilik: Onem tasiyan bilgilere yetkisiz
erisimlerin 6nlenmesi,

Biitiinliik: Bilginin dogruluk ve tamlginin
saglandiginin gosterilmesi,

Erisebilirlik: Yetkisi olanlarin gerektigi
hallerde bilgiye ulasilabilirliginin
gosterilmesi,

e Sadeceelektronik ortamda tutulan verilerin
degil; yazili, basili, sozlii ve benzeri ortamda
bulunan tim verilerin givenligi ile
ilgilenmek,

e Bilgi Guvenligi Yonetimi egitimlerini tim
personele vererek bilinglenmeyi saglamak.
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Information Security Policy

The main theme of the TS EN ISO 27001:2022
Information Security Management System is to
demonstrate that information security management is
provided within the information systems of DHL Freight
Tasimacilik ve Lojistik Hizmetleri A.S.; people,
infrastructure, software, hardware, customer
information, organisational information, third party
information and financial resources, to ensure risk
management, to measure information security
management process performance and to regulate
relations with third parties on information security
issues.In this direction, the purpose of our ISMS Policy
is;

e To protect the information assets of DHL
Freight Tasimacilik ve Lojistik Hizmetleri A.S.
against all kinds of threats that may arise from
inside or outside, intentionally or
unintentionally, to ensure accessibility to
information as required by business processes,
to meet the requirements of legal regulations, to
work towards continuous improvement,

e To ensure the continuity of the three basic
elements of the Information Security
Management System in all activities carried out:

Confidentiality: Preventing unauthorised
access to important information,

Integrity: Demonstration that the accuracy
and completeness of the information is
ensured,

Accessibility: Demonstrating that authorised
persons can access information when
necessary,

e To deal with the security of not only the data
kept electronically, but also all data in written,
printed, verbal and similar media,

e Toincrease awareness raising by providing
Information Security Management Awareness
trainings to all employees.
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Bilgi Guvenligindeki gercekte var olan veya
sliphe uyandiran tim acgikliklarin, BGYS
Ekibine bildirilmesini ve BGYS Ekibi tarafindan
sorusturulmasini saglamak.

Bilgi guivenligi yonetimine yonelik
sorumluluklarin tanimlanmis rollere
atanmasini saglamak amaciyla, her
personelin bilgi givenligi gorev ve
sorumluluklari belirlemek ve dokiimante
etmek, bu roller ve sorumluluklar, bilgi
glivenligi yonetim sistemimizin etkin bir
sekilde islemesini ve sirekli iyilestirilmesini
desteklemek.

is suireklilik planlart hazirlamak, stirdiirmek ve
testetmek.

Bilgi Guvenligi konusunda periyodik olarak
degerlendirmeler yaparak mevcut riskleri
tespit etmek. Risk degerlendirmesi
sonucunda, aksiyon planlarinigézden
gecirmek ve takibini yapmak.
So6zlesmelerden dogabilecek her tirlu
anlasmazlik ve ¢ikar catismasini engellemek.

Bilgiye erisilebilirlik ve bilgi sistemleriicin is
gereksinimlerini karsilamak.

DHL Grup Bilgi Glvenligi standartlarina uymak.

Kisisel Verileri Koruma Kanuna uygun olarak
hukuki, organizasyonel ve teknik tedbirleri
almak.

Bilgi glivenligi politikamizi iklim degisikligi
konusundaki hassasiyetimizi g6z 6niinde
bulundurarak, karbon ayak izimizi azaltmayi,
strdurilebilir BT ¢ozliimlerini tesvik etmeyi
ve operasyonlarimizin gevresel
strdurilebilirlik ilkelerine uygun olmasini
saglamayi taahht ederiz.

To ensure that all actual or suspected gaps in
Information Security are reported to the ISMS
Team and investigated by the ISMS Team.

To determine and document the information
security duties and responsibilities of each
personnel in order to ensure that responsibilities
for information security management are
assigned to defined roles, these roles and
responsibilities support the effective operation
and continuous improvement of our information
security management system.

To prepare, maintain and test business
continuity plans.

To identify existing risks by making periodic
assessments on Information Security. To review
and follow up action plans as a result of risk
assessment.

To prevent any disputes and conflicts of interest
that may arise from contracts.

Meet business requirements for information
accessibility and information systems.

Comply with DHL Group Information Security
standards.

To take legal, organisational and technical
measures in accordance with the Personal Data
Protection Lav (KVKK).

We are committed to reducing our carbon
footprint, promoting sustainable IT solutions
and ensuring that our operations comply with
the principles of environmental sustainability,
taking into account our sensitivity to climate
change in our information security policy.

Ahmet Murat Kavrar
Managing Director
DHL Freight Tiirkiye
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